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Phone administrators
View or deactivate phone administrators

Unknown sources

Allow installation of apps from sources .
other than Google Play Store

Verify apps
Disallow or warn before installation of apps
that may cause harm

Notification access
2 apps can read notifications

CREDENTIAL STORAGE

Storage type

Software only

Trusted credentials
Display trusted CA certificates

Install from storage
Install certificates from storage
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/\ SHATEL ANDROID SECURI...

Do you want to install this application? It
will get access to:

take pictures and videos
find accounts on the device
precise location (GPS and network-based)

read phone status and identity

H < o B

read your text messages (SMS or MMS)
receive text messages (SMS)

send and view SMS messages
© this may cost you money

BB Modify or delete SD card contents.
Read content on SD card

CANCEL INSTALL

At

..\.w..\.ﬁb‘j} ool w.al.o.a ).») )Jymwaau.»})\bﬁm.\.m &5)...» )‘)5| |°)"M INSTALL (59))455...151.’

/\ SHATEL ANDROID SECURI...

Installing...

Y gss
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/\ SHATEL ANDROID SECURI...

+/ App installed.

DONE

¥ S

S S NEXt g, 5 .as aales ools il pgad gllae 5285 dollg> axas

) SHATEL ANDROID SECURITY

Welcome! P
- N

Thank you for choosing SHATEL ANDROID
SECURITY! Enjoy features like Anti Virus, URL Filter,
Theft Protection and Privacy Control.

By clicking 'next' you accept the EULA

b U
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0 SHATEL ANDROID SECURITY 0 SHATEL ANDROID SECURITY 0 SHATEL ANDROID SECURITY
i U

HATEL ANDROID SECURITY downicads the cumend versions of SHATEL ANDROID SECURITY downloads the curent versions of SHATEL ANDROID SECURITY dowrloads the cument versions of
s scanne, ASPAM and catabase These components are vius scarnes AMSPAM and database. Thess components are vings scannes, AMISPAM and database. These components are
1gudary updated by malware expents, ensuring your security regularly updated by mahwane €xperts, esuing your secury. requiady upcated by malwace expents, ensuring your security
Dewniioading AESPAM module. Downloading virus scanmer

[ )
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Q SHATEL ANDROID SECURITY

Updating

SHATEL ANDROID SECURITY downloads the current versions of
virus scanner, AntiSPAM and database. These components are
regularly updated by malware experts, ensuring your security.

Successfully downloaded scanner, AntiSPAM and
database.

v s

B oS 3ls 1y o8 ol il al e ol 5o e, ce J3 Lot L3t 4o o5loJled o5 o, my.shatelir cols 5l Jsame au,5 5 e

Upgrade using an activation code «u:5 5, » oS ol 50,5 o))y sl 005 )13 L JLasl o l8le 5 SToal ass

LS IS
Q SHATEL ANDROID SECURITY

Upgrade to full version?

Buy the full version with theft protection, Privacy Control and
URL filter

Upgrade using an activation code
Choose between flexible license models

Trial Version
Test full feature set for 30 days

Skip and use the free version

A Jss
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Q SHATEL ANDROID SECURITY 0 SHATEL ANDROID SECURITY

Upgrade to full version? Upgrade to full version?
Buy the full version with theft protection, Privacy Control and URL

Buy the full version with theft protection, Privacy Control and URL filter

filter

XKDANKFJKRSYJDEU

Activate license

Activation code

O] Scan QR code (O Scan QR code

Why are there activation codes? Why are there activation codes?

Choose between different flexible license models. Choose between different flexible license models.

Where can | get activation codes? Where can I get activation codes?
Get an activation code at the Shatel Customer Care web site: Get an activation code at the Shatel Customer Care web site:
my.shatel.ir my.shatel.ir

Q15

Ol b oad (gl Slsl a5 So b g oas Jld 38l o5 Activate LiCense g, » S 5 gl Jled oS 8,5 o)y 5l e

A....S uS.JS Continue Gy e 03....: <° oal wLAJ RS ..\.Q|9.’> )L....€| QLA)

) SHATEL ANDROID SECURITY

Thank you for deciding to take the full

version!
Your full version has been activated and runs until November 30, |
2016

To be able to use the features of the full version, click “Continue".
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f-N SHATEL ANDROID SECURITY

SHATEL ANDROID SECURITY Installation
Wizard

Thank you for choasing SHATEL ANDROID SECURITY. On the next
pages, we will explain all important features of the app and allow
you to configure some settings.

If you wish to configure the settings later, click "Skip". To start the
configuration wizard, click "Next".

N o

Azl waule Jled axans opl ol Enable 435 WS oolaiwl olfiws Cdyw plp o cdadle ol 5l ail bl a5 Siee o
095 OIS s 4y Soly JLoo )T L ol ol 00030 b ol oF g0 (0 090 dudlgs (ol Lok o LB () 40,8 Jlad b can il asils

gy bogs olliws Sl Casdge L 500, S S 0g5 casd Sledblos S0 Jad 1) olKiws

2} SHATEL ANDROID SECURITY

Theft Protection

Have you lost your phone or tablet, or was it stolen from you? Not a
problem if you use SHATEL ANDROQID SECURITY. Using simple text
message commands sent from any other mobile phone, you can
locate or lock your device, wipe out your personal data or raise an
alarm.

If you activate this feature, you may be asked to grant SHATEL
ANDROID SECURITY some additional system rights.

Do you want to enable remote control?

(@) Enable () Disable

Wl
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Activate device administrator?

A SHATEL ANDROID SECURITY

Activating administrator will allow SHATEL ANDROID
SECURITY to perform the following operations:

* Erase all data
Erase the phone's data without warning by
performing a factory data reset.

¢ Change the screen-unlock

password
Change the screen-unlock password.

* Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock the
phone or erase all the phone's data if too many
incorrect passwords are typed.

* Lock the screen
Control how and when the screen locks.

CANCEL ACTIVATE

WU

cs@shatel.ir 04GL110/00 (#6121295)




(093031 Jole s (51 JiLis el ,581,) SHATEL ANDROID SECURITY f3810 5 A
SHATEL

9 3N 6556 By (o9 S g SegSaS s)ly sae 5 B> Jold STV B P  oleSds (55500 aalS b Cwend ) 5o
B TeolKiws 40,5 Ja8 gl Jlo )l slacSal cyie 0 a5 anil atsls Hlas 0. 0,05 8439 jeue 4elS iy 15 (gl @odle 5l oolanl S
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Q SHATEL ANDROID SECURITY

SHATEL ANDROID SECURITY Password

D Show password

6 to 15 characters, aA—zZ and 0-9, at least one number and one letter.

Confirm new password: J_|7

Back

LN

00,5 9)ly J8 al> e 0 Lads a5 (60 5ms ST Jlie (sl ol ool Jlad Lol 565 (59, p Cdyw plp jo cdadlne clLlB ST
plsl 1y o1 blie ;o oo oolo 7,8 Sllee iy oo 095 ol ot Hal5 o)l 0 53 slogyie 3l plaS ya Jlo)l b wib abedefl2

HSWE-.N)

Dy ca JiB K5y0 o Lo olStws (%o opl Jlo,l L :LOCK:abCAEf12 .
b ey s L oo VT e opl JWo,l b Alarm:abedef12 J

Al aslgs ools iales GOOgle Maps g, » Lo olfiws Sl casdge o2e ol Jlo,l L :LOCaAte:abcdef12 J
sl Jld oKws GPS wib S e ol sl eslaiul gl aS ail anils ax gy 1A

do LuSe ooled g o dalgs oy adgl Sladdat 4 e olKws S Jloyl 1) 2 ool a5 5,90 5,0 :Wipe:abcdefl12 J

o aalys S Led oakd slo b s bagsys
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Q SHATEL ANDROID SECURITY

Theft Protection

Your device is now theft-protected via remote
control. You can send one of the following
messages to the stolen device's phone number:

Lock:abcdef12 - The device will be blocked
immediately.

Alarm:abcdef12 - An alarm sound will be played.
Locate:abedef12 - The device will be located
immediately - you will receive the coordinates as a
Google Maps link.

Not all location sources are currently enabled. You
must turn on location sources in location settings!

Wipe:abcdef12 - The device will be reset to factory
settings and all data on it (music, photos, videos
and other personal files) will be deleted.

If you lock your device, then you must enter the
Shatel password to unlock it. Example: Your Shatel
password is abcdef12 and you want to lock your
device. Send a message with the following content
to your phone number: Lock:abcdef12

Back Next

18 JSais
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0 SHATEL ANDROID SECURITY

URL Filter

The URL filter protects you against dangerous web sites in the
Internet. It warns you when you try to access harmful sites that are
known for phishing or hosting malware.

Do you want to enable the URL filter?

@ Enable O Disable

V7 Ul
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URL filter disabled

SHATEL ANDROID SECURITY uses
Android Accessibility Services for

Web Filtering on Android 6.0. You
have to enable them in order to use
the Web Filter feature!

CANCEL OK

W s

SHATEL SS9y 2 ).39.»4.’ d.an.mLQ M9 Comnd )‘ 09....: ° )lJ Loy o&wo K9y 2 ng).’i....:b Axdo OK S99y x_i..JS Lu

cs@shatel.ir
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@ R 3 = Ll 32%d 21:09

Accessibility

Answering and ending calls

Single tap mode

Dismiss or snooze alarms, calendar events, and timer D
alerts, and answer or reject incoming calls with a
single tap.

Manage accessibility

Import and export your accessibility settings, or share
them with other devices

Services

Mobogenie Auto Install
off

Clean Master
Off

Greenify - Automated Hibernation
On

SHATEL ANDROID SECURITY
Off

A S
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¢ SHATEL ANDROI.. @ SETTINGS

SHATEL ANDROID SECURITY uses Android
Accessibility Services for Web Filtering on
Android 6.0. You have to enable them in order
to use the Web Filter feature!

Use SHATEL ANDROID
SECURITY?

SHATEL ANDROID SECURITY
wants permission to:

* Monitor your actions
Receive notifications when you're
interacting with an app.

Retrieve window content
Inspect the content of a window
you're interacting with.

CANCEL

1 g

S LS Next S n o

Q SHATEL ANDROID SECURITY

URL Filter

The URL filter protects you against dangerous web sites in the
Internet. It warns you when you try to access harmful sites that are
known for phishing or hosting malware.

Do you want to enable the URL filter?

@ Enable O Disable

Yo U
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SsS ol |, Yes a5 oS

2\ SHATEL ANDROID SECURITY

Setup completed

Configuration completed. SHATEL ANDROID SECURITY is ready to
use.

Do you want to scan your device now?

Y Jss

.;53,memomawluwﬂgaﬁ@mb&umﬁm_;\mYes‘55))4&315314,4

() SHATEL ANDROID SECURITY :

v

Scanning...

Full Scan running...

6/500 scanned

Cancel

SHATEL ANDROID SECURITY - Full Version

ANTIVIRUS MONITORING UPDATE STATUS
PRIVACY CONTROL ~ THEFT PROTECTION URL FILTER
Y s
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) SHATEL ANDROID SECURITY :

Your system is infected!

Sgl (o0

There is 1 infection!

270/540 scanned

SHATEL ANDROID SECURITY - Full Version

ANTIVIRUS MONITORING UPDATE STATUS

hitp:/wfT TN
PRIVACY CONTROL ~ THEFT PROTECTION URL FILTER
Yy s

u.u_‘> p.b 9 ..\)‘ AW ‘Sal....:‘.».w Lo....: oli';...mb T3 45 ‘) @Lﬁ Y99 9 u).‘z.a LSLQ d.olJ)J .b‘-.\.a.';c KW Jals oli;...m) u&m‘ 45 U"‘ )‘ )
3,5 auales sanlive pgal Gl Conl ol Sl olKitws a5 1) Sloj 0,5

) SHATEL ANDROID SECURITY :

Your system is infected!

There are 2 infections!
Last scan 7 minutes ago

Scan now

SHATEL ANDROID SECURITY - Full Version

ANTIVIRUS MONITORING UPDATE STATUS

PRIVA.CV CONTROL  THEFT PRO{'I;CTION URL FILTER
Yf s
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S SIS ANTIVIRUS (o) 0 s

VAN ATEL ANDROID SECURITY H

v

Scanning...

Full Scan running...

6/500 scanned

Cancel

SHATEL ANDROID SECURITY - Full Version

ANTIVIRUS MONITORING UPDATE STATUS
http:/iw
PRIVACY CONTROL ~ THEFT PROTECTION URL FILTER
Yo Jsi

S s Show and edit infections g, oo 5L amis o

< AntiVirus

Start App Scan

Last app scan 7 minutes ago

Start Full Scan

No scan performed yet

Enable Adware detection .

Enable automatic scans
No automatic scan scheduled

Infections

Show and edit infections

Anonymous virus statistics

Take part in the quality assurance .
programme

Y5 Jsi
cs@shatel.ir 04GL110/00 (#6121295)
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SHATEL ANDROID a5 ssl asls a>giogs o ool isled e sl asly 5l sed pgal il
Jelse 5 o g 3l 1y 095 olfiws apdly Jilo &5 (Jyge 50 5 0l e b asly sjlesy 4 08 SECURITY
225 oglils Google play wils yixe aie Sy 51 sl 5 00,5 S 1 e0gll sl asbyy il 4t (53LSy e
olKwd 5l ool o o0ls ioled Cenad 10 a5 009)] (sla asli sl Delet all infctions g, p» SUS L g5 ollas.

Al dolet Bds L

& Infections

There are 2 infections!

Delete all infections

L4 com.mobogenie

" Adware
P

com.ustwo.monumentvalley
Malware

YV s

S9) 2 NS 655 el Ao O g0 4 oal ool Oy s Alip o slp ail ails Lles oS Sy90 50
S SAS Hlai 5590 (5 4l

& Infections :

There are 2 infections!

Delete all infections

L4 com.mobogenie

6 Adware
A

| com.ustwo.monumentvalley
Malware

YA S
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5 415,5 ool |, 5 9 w50 SHATEL ANDROID SECURITY oS SIS 1GNOTE (65, 1 45 3590

AR (ol Gl aolip ol 0y90,0
& Infections :

There are 2 infections!

Delete all infections

Adware PUA.Android0S.Kalfere
Date: Oct 7, 2016 21:30:56

Path: /data/app/com.mobogenie-2/base.apk
ID: 212238050

Delete

Analysis

com.ustwo.

Malware

Y4 s

9y y ool jbamio 0 welip 59y p S Sl G 0sS SL ) oy sl 4l p 5l (SG suelesy a7 g0 o
S s Delete
& Infections :

There are 2 infections!

Delete all infections

Adware PUA.Android0S.Kalfere

Date: Oct 7, 2016 21:30:56

Path: /data/app/com.mobogenie-2/base.apk
1D: 212238050

|:| Ignore

Delete

Analysis

‘. com.ustwo.
Q_ Malware
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S SIS 0K (g5, 1 s

é Mobogenie

Do you want to uninstall this
app?

CANCEL OK

AN

@ Jole b g i 695 g (Sl jlan b 0gd (G5LSh b Gug g g 05 lo sl Sl el olSiws oS (5550 50
D9 oo 03ls isles YOUr system is protected sl wgis low

.\ SHATEL ANDROID SECURITY :

Your system is protected

Last scan 10 minutes ago

Scan now

SHATEL ANDROID SECURITY - Full Version

UV @@ 06

ANTIVIRUS MONITORING UPDATE STATUS
a g rmp:uwm
(N
PRIVACY CONTROL ~ THEFT PROTECTION URL FILTER
Yy g
cs@shatel.ir 04GL110/00 (#6121295)
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SHATEL 0555 5 5l o wils (o w055 olSiws (Sl 4 5l a5 oloj 0wl alils azgi (i oo
ailg oo Start app scan  , S b oo 05 SIS ANTIVIRUS (65, » ANDROID SECURITY
oSl 1) i g aabpe ls bl oles Start full scane g, ,» S L L g 095 olSiws (59, p oo s sla aalp

VN

< AntiVirus

Start App Scan

Last app scan 7 minutes ago

Start Full Scan

No scan performed yet

Enable Adware detection .

Enable automatic scans
No automatic scan scheduled

Infections

Show and edit infections

Anonymous virus statistics

Take part in the quality assurance .
programme

Yy U

Ngd oo lolis 55 Slls sle asl e aib Jls Enable Adware detection ,gai sillas a5 590 50

& AntiVirus

Start App Scan

Last app scan 7 minutes ago

Start Full Scan

No scan performed yet

knable Adware detection o

Enable automatic scans

No automatic scan scheduled

Infections

Show and edit infections

Anonymous virus statistics

Take part in the quality assurance .
programme

Ye s
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Slej o5l g ol Sl edgama 3,5 axie 9 ENAble automatic scans s, Jld b awsl asls L e
Coomd 0 g olStws Sl odgamme SCOPE Cond j0.0sS Sl Slogil Sygo 0 |, 093 oSt ailes oo
L Loy olKiwo K9y » IR wa; LSLD ML)) Lags ) )45@ LE) =L’>9.1 lad}w < b,amo GbLo) 099d>o Frequency

gl (o Sl diljg; &9

< AntiVirus 3
Enable Adware detection .
Enable automatic scans .

Next automatic app scan in 23 hours

Scope:
O Full Scan

@ App Scan

Frequency:
Daily v

Only scan while device is charging

Anonymous virus statistics

Take part in the quality assurance .
programme
Yo Jsh

0 ool Ld olKiws (g9, a5 alial lo wgpg 4 b e Sledsl ANONYMOUS Virus statics 45 s ge ;o
ol 50,5 w5 50 L @i,k onl 5l g 0 Jlo,) SHATEL ANDROID SECURITY suijls o850 4 s

LA RO PESRLIL g WO - JPg
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: Monitoring 4 bgs o wlewdiid o)y

< AntiVirus

Start App Scan

Last app scan 7 minutes ago

Start Full Scan

No scan performed yet

Enable Adware detection o

Enable automatic scans
No automatic scan scheduled

Infections

Show and edit infections

Anonymous virus statistics

Take part in the quality assurance .
programme

Y g

o 9 5le ol abhzd & g0 4 e olSiws (59 2 0990 sl LB L g o aslp oudl adly bled a5 g0 0
S s Monitoring s, » SHATEL ANDROID SECURITY 155 5b 5l oo is

) SHATEL ANDROID SECURITY :

&-I

Scanning...

Full Scan running...

6/500 scanned

Cancel

SHATEL ANDROID SECURITY - Full Version

ANTIVIRUS MONITORING UPDATE STATUS
http:/iw
PRIVACY CONTROL ~ THEFT PROTECTION URL FILTER
Yy Js<s
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o Jlie Glgie 4 s o 5l e g abasd o s 4sls s < Monitoring of all apps sjle Js b ) poas olas
gl (o8 (o 9 Ol (Sl 59, g o9kl

@ ol U3l abibl>l abbl> & )lS (g, » 9290 sla bl ¢ 55 Monitoring of files o5 Jué o900 o
P 2lgE g 5tle gl Al O g S o by ol aS gle BB Jle plgis

o o H g g0 x b aS Slaas) ol sleas 5l s oKiws USSD  protection il Jus b o> o

Dgds oo Cdablne 098 oo Lot olKiwd 4y il y ] el b g diited O ySe aS(Kg

New or updated apps are monitored in the
background. When an app is downloaded or
upgraded, a scan is started automatically to
check the app for malware.

Monitoring of all apps
\jJ Monitor apps

Monitoring of files
Vl Monitor files .

USSD Protection
Enable

Block USSD control codes

YA S
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Q SHATEL ANDROID SECURITY :

v

Scanning...

Full Scan running...

6/500 scanned

Cancel

SHATEL ANDROID SECURITY - Full Version

ANTIVIRUS MONITORING UPDATE STATUS
http:/iw,
PRIVACY CONTROL ~ THEFT PROTECTION URL FILTER
va s

DS oo Sl 590 4 g9 b 58l e 0SS Update now o s sy, , a5 e )°

< Update Status :

Our virus detection mechanism is adapted to
the current threat situation and updated with
the latest virus definitions on an ongoing basis.
Therefore, regular updates - manual or under
time control - increase your security.

Update
@ Update only via WiFi )

Last update 1 hour ago

Schedule updates

@ Enable automatic updates .
Next automatic update in 10 hours
Frequency:
Twice a day A
P Usd
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il ato WIFI o Las oK as Sy yo LSl nbg, Update only via WiFi 43S S ol asls ax g

Sl 4 ol loj po a8 Lo cl i a3l (oo (Boals A Sl (B8 Ay D)9 w09d (o (Sl 90 I8 e 5

s e il s Slo, 59, S 5LS 5,80 slo LB WiFL4G,. . )asl Jats

< Update Status

Our virus detection mechanism is adapted to
the current threat situation and updated with
the latest virus definitions on an ongoing basis.
Therefore, regular updates - manual or under
time control - increase your security.

Update

Update now

@ Update only via WiFi )

Last update 1 hour ago

Schedule updates

@ Enable automatic updates .
Next automatic update in 10 hours

Frequency:

Twice a day v

£ s

Sy 138l a5 Gl 90 Sl edgame (9,5 Lasive o ENable automatic updates a5 e85 Jlé b

cs@shatel.ir

2,8 salys all Slegsl

<  Update Status

ey

Our virus detection mechanism is adapted to
the current threat situation and updated with
the latest virus definitions on an ongoing basis.
Therefore, regular updates - manual or under
time control - increase your security.

Update

L{J Update only via WiFi ]

Last update 1 hour ago

Schedule updates

[‘;J Enable automatic updates .
Next automatic update in 10 hours

Frequency:

Twice a day v

Y s
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¢ Update Status :

Our virus detection mechanism is adapted to
the current threat situation and updated with
the latest virus definitions on an ongoing basis.
Therefore, regular updates - manual or under
time control - increase your security.

Update

@ Update only via WiFi )
Last update 1 hour ago

Schedule updates

@ Enable automatic updates .
Next automatic update in 10 hours
Frequency:
Twice a day v
AN
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PRIVAY CONTROL & bgs yo wloadisd oy
a8 oo mly8 1, 8! (sl SHATEL ANDROID SECURITY 141 6 5,0 PRIVACY CONTROL = L
565 G bl onl 5l oslatul (glpasS samlive 93 olSlws (59 | o0l eal sbd asliyy 4 bgyye glo qwyiws U

48 SIS PRIVACY CONTROL s, 5 8l o5 05

2} SHATEL ANDROID SECURITY :
n
Scanning...

Full Scan running...

6/500 scanned

Cancel

SHATEL ANDROID SECURITY - Full Version

ANTIVIRUS MONITORING UPDATE STATUS

PRIVACY CONTROL| THEFT PROTECTION URL FILTER

FF Js<s

Q;M‘? o..\.ml.m.ol.bui le.b ‘su:).u.ub wLm‘).v‘) a..\.uwa;dLQ d.al.a).aw....l).la..a; &L]a.o

< Privacy Control

Privacy Control analyzes your apps based on
their permissions and creates a rating

@ Privacy warnings for some apps

Reload list

o [1]  Telegram ] 1gnore
Geor (1) samsung Gear [] 1gnore
Lﬂ |_T| saproviders [ 1gnore
Lﬂ I‘] goproviders D Ignore

(1) ume [ 1gnore
Fo Jss
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< Privacy Control :

Privacy Control analyzes your apps based on
their permissions and creates a rating.

Reload list
Ignore all Unignore all

Ignore

Ignore

Ignore

lgnore

Ignore

lannra

e g

.é; M‘P PRV R ‘) uTmbyJA 6[.&3 ‘_"_w);.»o ﬁ‘;il; Mli).g

& Privacy Control :

Privacy Control analyzes your apps based on
their permissions and creates a rating.

@ Privacy warnings for some apps

Reload list
Ignore all Unignore all

o [E Telegram D Ignore

Telegram

- Access the camera

- Access the phone state

- Get account list

- Access approximate location
- Record audio

- Receive SMS messages
- Read external storage

- Access precise location

- Write on external storage
- Read contact list

- USE_FINGERPRINT

- Write contacts

Uninstall

cs@shatel.ir 04GL110/00 (#6121295)
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Vv Ul

69y 32 Sl L g 05l oo at8)F 000l asliyy (pl 4 bogiye slo o yiws Laiis 0uS SIS IQNOTE (g5, 5 a5 5y90 40
D5 oo Sb Leds ol (59, 51 (LS O yg0 4 asliy )] Uninstall

€ Privacy Control :

Privacy Control analyzes your apps based on
their permissions and creates a rating

@ FJH‘-"Z\(‘y warnings for some apps

Reload list
Ignore all Unignore all

o '] Telegram [7] ignore

Telegram

- Access the camera

- Access the phone state

- Get account list

- Access approximate location
- Record audio

- Receive SMS messages
- Read external storage

- Access precise location
- Write on external storage
-Read contact list
-USE_FINGERPRINT

- Write contacts

Uninstall

A IS
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: Theft protection 4 bgs yo wlowkiid oy y

SHATEL ANDROID SECURITY ;9 o5 g Theft Protection colls a by e Sladats wyp sl
oS U alazr ol oo o5 jghilensess SIS THEFT PROTECTION 55, 2 1381 05 0055 3t 51 o
55,5 Sy ot sl sl 5 8 0,5 a8 535 e Lot Lis! ;s PROTECTION THEFT oLt

Al oo D) s (95 Djge )0 oSl ul 188 s o2 g ¢ 590 ol Sl Led oy 5,8 0l 0,58 Sledo!

2 SHATEL ANDROID SECURITY :

v

Scanning...

Full Scan running...

6/500 scanned

Cancel

SHATEL ANDROID SECURITY - Full Version

ANTIVIRUS MONITORING UPDATE STATUS
PRIVACY CONTROL | THEFT PROTECTION URL FILTER
A s

G5 Sloglats a1y 095 olfiws 490 ol 5l a5 cuils aules 1, 1Sl oo ENable remote wiping o, Jls L
S SL sl ool 0,53 oo alasl> Soy 2 &S 1) 095 sated Sledbl plas g 05,5 o

& Theft Protection H

Reset to factory settings and delete
data

() Enable remote wiping ‘

Block unauthorized access to the
device

<) Enable remote locking @

Remote locating of the device

<) Enable remote locating o

Trigger alarm

) Trigger alarm signal on device .

SIM Card Protection

[1] Lock device if the SIM card is
~~ changed

cs@shatel.ir 04GL110/00 (#6121295)
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ol g3b 0l 31 o ywd wilo g 03,8 a8 490 ol 51Ty 095 olKiws wslys o ENable remote locking ;o5 Jles L

g g

& Theft Protection H

Reset to factory settings and delete

data

() Enable remote wiping (@)
Block unauthorized access to the

device

() Enable remote locking &

Remote locating of the device

r\a Enable remote locating B

Trigger alarm

@ Trigger alarm signal on device .

SIM Card Protection

Lock device if the SIM card is
changed

Y Jsei

o Lol SB a5 job leadedy g o5T 395 olftwsd 5 5l wuslys 0 0 Jled |, Enable remote locking a5 5,50 ;o

cs@shatel.ir

Sl o.))s gy |) S¢> oo GpS [P ‘n)y KW

& Theft Protection :

Reset to factory settings and delete
data

’\/«j Enable remote wiping .

Block unauthorized access to the
device

(v Enable remote locking @

Remote locating of the device

I‘\«/\ Enable remote locating .l

Trigger alarm

@ Trigger alarm signal on device .

SIM Card Protection
771 Lock device if the SIM card is

oy Jss
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(093031 Jole s (51 JiLis el ,581,) SHATEL ANDROID SECURITY f3810 5 A
SHATEL

WS e ml b 90 ol 51T ol yels Jlaie oSl Trigger alarm yoq Jlas
<  Theft Protection :

Reset to factory settings and delete
data

@ Enable remote wiping (&)

Block unauthorized access to the
device

@ Enable remote locking [

Remote locating of the device

@ Enable remote locating @

Trigger alarm

@ Trigger alarm signal on device ‘

SIM Card Protection

Lock device if the SIM card is
chanaed

oY Jss

D9 o Ji8 Lot olStwd &)l s puis 590 ,0 SIM Card protection gjle Jlé b
& Theft Protection :
Reset to factory settings and delete

data

(i; Enable remote wiping @

Block unauthorized access to the
device

[\j, Enable remote locking .

Remote locating of the device

[Z Enable remote locating &

Trigger alarm

@ Trigger alarm signal on device .

SIM Card Protection

1 Lock device if the SIM card is
-~/ changed

of g
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551, SHATEL ANDROID SECURITY 5 <ol o3 lazd SIM CARD Protection (sl Jlss sl

Please enter your SHATEL
ANDROID SECURITY password:

B8 Jsei

IRVECIR ARV RS O RN [P VIR CE U VIR SPPSUACH JUUS SRVIN ARV 1L FP [P S DN oo

Enter the phone number to which
the SIM change SMS will be send.

09121234567,

CANCEL SAVE

% U
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: SHATEL ANDROID SECUEITY 5 gw yuuss

5 00,5 b5l measas o |, SHATEL ANDROID SECURITY s )50 acil ails bl a5 550 50
8 Sls Change password ... 4 Theft Protection g, ,» IS 5 580

wee

€& Theft Protection

) Enable remote locating @

Trigger alarm

@ Trigger alarm signal on device .

SIM Card Protection
@ Lock device if the SIM card is changed

Send SIM changed SMS

SHATEL ANDROID SECURITY Password

Attention! You need the password that you
selected here to be able to continue using your
device even after a SIM card change. Please make
sure that you do not forget or lose it!

Change password

Reset Password via SMS

Enable reset-password SMS .

BY U
DS pladl 0y guy jodS Sy S Bl o

&  Theft Protection :

0ld password: . ~
S g 1y LR 3

New password: N
QS )9 1) a4 e

D Show password

6 to 15 characters, aA-zZ and 0-9, at least one number and one
letter.

Confirm new password:

S 1SS B 3 ) g

BA Ui
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osel,5 1, SHATEL ANDROID SECURITY 45 Ligs o 5 y5m Lot g 055 s 43 by g 00 o Lo olSass 51
2y ol by e e, Jelis sl Sl Jlo,l b a5 Theft protection sls <ol 5l eslansl 4 40l Koo il 00,5
2b b 15 095 3 gm0 wsly o awil 00,5 Jld |, Reset Password Via SMS M3 31 Ll .og aualyss s
Dgd s odum p |y 58l 05 jgue 50, Las 51 RESE Password Via SMS 0,5 Jls 51 Ls.ass

& Theft Protection :

Remote locating of the device

‘\\ Enable remote locating &

Trigger alarm

v Trigger alarm signal on device . Please enter your SHATEL
ANDROID SECURITY password:
SIM Card Protection seessssrnsne

Lock device if the SIM card is

SHATEL ANDROID SECURITY
Password

Change password

Reset Password via SMS

Enable reset-password SMS

O S

ST By 8 095 o )ledh I 18 (6,505 05let > 5o

Enter a phone number which is
allowed to send reset-password co...

09121234567

CANCEL SAVE

§o g

38l p 5 Ceond opl jo a5 (gl oyl 5l reset-password Juls Selo o oS obsb 1) 993 e, aualysy S
Dg oyl oals (B xe 0,leds 4y 0y gms ol Salul agles Jlo,l 055 o)leds 4y 0sS oo (B 20

cs@shatel.ir 04GL110/00 (#6121295)




(093031 Jole s (51 JiLis el ,581,) SHATEL ANDROID SECURITY f3810 5

[ )
SHATEL

: URL FILTER &losdiis a2
S URL FILTER 55, 558l o5 00,5 3t 51 o URL FILTER & bgyye cololsss o yoais slol s,

Q SHATEL ANDROID SECURITY :

Scanning...
Full Scan running...

6/500 scanned

SHATEL ANDROID SECURITY - Full Version

UV @& 06

ANTIVIRUS MONITORING UPDATE STATUS
ﬁ % hnp://wm
PRIVACY CONTROL  THEFT PROTECTION URL FILTER
L —— I
1 g

A8 s e b Jd 1) el cpl aly (o gl Billao
<  URL Filter

The URL filter protects you against dangerous
w1 Web sites in the Internet. It warns you when you
% try to access harmful sites that are known for
phishing or hosting malware.

URL Filter

(~) Enable URL Filter ®

Warnings will be shown when malicious web pages are opened. Use
the default browser or Chrome to take advantage of this feature.

FY S
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: SHATEL ANDROID SECURITY 4 bgs po &leMb|

5055 oanlie |, SHATEL ANDROID SECURITY 531 65 4 Lgs o cledlol ansly asils les 45 90 5o
-.\ﬂ.S g.:l.?h.:‘ ‘) infO O 9 o\b; m)‘)ﬂ ‘D)J Lg}/l; )o alads dw SS9y »

() SHATELANDROID SECURITY W

Scanning...

Logs

\ Restart Setup

Uninstall

Your systen

Full Scan running... Last scan 1 hour ago

6/500 scanned

Cancel Scan now

SHATEL ANDROID SECURITY - Full Version SHATEL ANDROID SECURITY - Full Version
ANTIVIRUS MONITORING UPDATE STATUS ANTIVIRUS MONITORING UPDATE STATUS
"0 | E——

I S
P [
o0 http:/iw| o0 http:/iwj
(N (N

PRIVACY CONTROL ~ THEFT PROTECTION URLFILTER PRIVACY CONTROL ~ THEFT PROTECTION URLFILTER

Y I
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B8 oo Giales |y T oaiile S 18 g 158l 05 4 gy e Sledbl 4 o0 5L pgad Gollas (gl dmbo e

< Q Info

|
-CIKARUS
LT :
I security software
SHATEL ANDROID SECURITY 1.0.21
Database 7064

Scan engine 2.1.16
AntiSPAM engine 1.0.76.0

SHATEL ANDROID SECURITY
Shatel Co.

‘R Sales Services: 1515
‘® After Sales Services: 1525
www.shatel.ir

This license expires on November 30, 2016.
The serial number is HF8734025.

Enable license reminder notifications @

IKARUS European Security Solution

License agreement

7f S
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11380 o 5 8 ,Sdos JILOG (0,91 cows 4
S 5l |, LOGS o sillaasaiS o550 138l o gl coglled 511, oMbl asalssiy 31

\ Restart Setup

Uninstall

Your systen

Last scan 1 hour ago

Scan now

SHATEL ANDROID SECURITY - Full Version

ANTIVIRUS MONITORING UPDATE STATUS
http://iwj
PRIVACY CONTROL  THEFT PROTECTION URL FILTER
FO S

‘) ‘;)45 u."u.\...ul.i adle 09}3 l.a.m oo S99y ‘_glf le..as i w‘ )L..a &.JLC)UG‘ U”‘ o).a_‘>.b st.a ..\...MJL) asls d.‘>5;
ot Oz S Jled Slaje ol atie 6l (Glatidy 095 arogi 4 Ly g oad axlye S b 18l 6 5 oS Sl

2w salys ol doras 515 slyime L Send system 10g (5, » S L 5 515 plest

Al 81%Ed 23:04

Send system log

Advanced Logging
Advanced Logging ]

4 o
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: SHATEL ANDROID SECURITY suzxo 310l oly 9 et
oled il ails 4z 08 SIS Restart Setup s, » nsas Gillae S8 05 sazme ilail oy g eai sl
i ait wslys 5L SHATEL ANDROID SECURITY ciliie ol cakls (g5, 5 o i clorliss

S Sl 1y 1531 5 gy il Tl LI ol alonil (sl

_ SHATELAND Info

Logs

Restart Setup

Uninstall

Your systen

Last scan 1 hour ago

Scan now

SHATEL ANDROID SECURITY - Full Version

ANTIVIRUS MONITORING UPDATE STATUS
http://w, ;
PRIVACY CONTROL ~ THEFT PROTECTION URL FILTER
Y S
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: SHATEL ANDROID SECURITY &i-

65, 5 poa wiless oEias s, 5 SHATEL ANDROID SECURITY [l o) o5 b 5 G ol
Al aalg> iy Loy 5l 1331 05 8 jgu ISl bl Sl LBians SIS Uninstall

() SHATEL ANDHIIEE

Logs

\ Restart Setup

Uninstall

Your systen

Last scan 1 hour ago

Scan now

SHATEL ANDROID SECURITY - Full Version

ANTIVIRUS MONITORING UPDATE STATUS
http:/iw,
PRIVACY CONTROL  THEFT PROTECTION URL FILTER
A S
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SHATEL ANDROID SECURITY /351 55 5590 5o Jsliio st (siuns 5y

uLA) ).) l) 9 6)‘..\4‘ ol) 9 g,ua.: ‘Bli& 5o w‘ QSA.A as g_glsL.\ll.;o A_Jy‘}w 9 &.:)Lim.n w‘ AW = w&o UJ‘ 5o

P azlse el bl e caad adsl e o 4SS 50 0 )

@) SHATEL ANDROID SECURITY

Updating

SHATEL ANDROID SECURITY downloads the current versions of
virus scanner, AntiSPAM and database. These components are
regularly updated by malware experts, ensuring your security.

File download failed. Control your network and
internet settings.

A ISl

a5 b L BLS )| il i o (sl - ol i il Sl 4508 L Lo ol yan (als LL3 1 a8 ol e ol &

098 el Loy 2595 (69, 9 8L, L 9,90 adgl sl LB L Al 18 co

il azloe pj plin b ile JLd 0 53,5 3)ly (o) )0 4SS y90 5o T

No license can be purchased
without an account with a valid

email address.
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S,lg coads 5 58l e 5l o ee ol o sl il 00,5 cld Juesl CilST 095 ol jan a8l (69,0 a5 Conl e cpl 4
oS e Gmail - calst <, Gmail ACCOUNT el [0 5 00 395 ol o il Slolass

05,5 3ls 1, 5l Jlib S same 5 oas SHATEL ANDROID SECURITY 33l o5 claskiss o fs o] 51 o

caad dslsl 138l o 5 Cual ay g

Pl axlae g plg b 158l e 5 cal s j0 aSC 50 0 Y

The activation code is invalid. Please
check the code.

VY sl

sl anals o g Wlgies 45+ sl 03,55 Jsed |y Lot | (bes Jlad o5 1531 63

Sl 1 ol 0l G yd Como g oS S dazme |y (gl Jed oS el oo 85lg oliil il Js oS @

oS ol

. Sl 4.._9)5)1)5 oolazul \))9.45&..»‘ ond)io J.:.m‘ wls‘b‘_;‘)in) oo ‘53))..)[.«5(5)[..» Jl.:ﬁ.\f (]

50T im s o) il Jlad cokls LS, it SHATEL ANDROID SECURITY (sle Jlé oS 1) i

Jub Lk ol sl T b a8 eml rls 18 50 50 (5l Jled g same sl Sl ol (2 (39,8 Gy &)50

il > vg>g 00l ral:gd‘ Sk

s ol oSy ol iy 5o 00 3l el b 0niSis o b ds) sl 053 o355 40 45 el ayls Logy) oY 4G
Caily e Lz wyl g ldladaS il el B S iy 4o o o ls o)

a>lge »j play L SHATEL ANDROID SECURITY (gl 055 olgsds 5 0ms 0,5 o ls ol jo 4S5 00,0 -F
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Please enter the password twice!

OK

Yy Js<i
cs@shatel.ir 04GL110/00 (#6121295)
Ff

——
| —



(093031 Jole s (51 JiLis el ,581,) SHATEL ANDROID SECURITY f3810 5

<
SHATEL

:0al axlge 3 ey L SHATEL ANDROID SECURITY 1381 6 5 (gl 8 9ms (30,5 3,15 b a5 j50 ;0 -0
Al aLils 3925 ju dae G Plas b ST cpl jo 9wl asls STV JI8 Blas Lol bl 8 g b

The password does not comply with
the guidelines (6 to 15 characters,
aA-zZ and 0-9, at least one number

and one letter)
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<  Update Status

Our virus detection mechanism is adapted to
the current threat situation and updated with
the latest virus definitions on an ongoing
basis. Therefore, regular updates - manual or
under time control - increase your security.

Update
[~} Update only via WiFi »

Last update 1 hour ago

Schedule updates

() Enable automatic updates @
Next automatic update in 10 hours
Frequency:
Twice a day v
An error occurred during the update. Please
try again later.
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Your system is protected

Last scan 6 hours ago

Scan now

SHATEL ANDROID SECURITY - Full Version
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Your system is protected

Last scan 6 hours ago

Scan now

SHATEL ANDROID SECURITY - Full Version

Info

Logs

Restart Setup

Uninstall
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