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AboutSHATEL ANDROID SEC\3eftware
SHATEL ANDROID SECURITIY a reliable solution to use on Android devices with
which you can protect your device from possible malware attacks on the Web and

in applications installed on it.

Now mobile phones and tablets have become one of the most widely used tools for
users of digital devices. These devices contain u s e mdssimportant and
confidential information that can easily be exploited and used as threats.
Therefore, protecting the information on these devices has turned into one of the
biggest concerns of their owners.

If you are looking for the latest security solu tion for your Android devices (such as
smartphones and tablets), this software is the most appropriate answer to your
security needs.

With this software, you can enjoy web browsing on your device, and use the
installed applications with more security and  reliability.

SHATEL ANDROID SECURITpfovides you with everything you need to protect the
data on your Android device and confronts the most sophisticated malware and
Internet threats.

SHATEL ANDROID SECURIT&6ftware detects, without noticeable impacto n the
battery life and device memory, all types of malware and viruses and removes them
from the device. By purchasing the one-year subscription to this software, you can
use all of its features, including identifying and removing malware, protecting
against cybercrimes, blocking suspicious web pages, etc.
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Installation Guide

This guide has been devised for installing and implementing SHATEL ANDROID SECURITY
solution on Android devices such as mobiles and tablets. If there are any problems with the
implementation of the software, please contact the technical support department on

23089 or ask your question by sending an email to av -s@shatel.ir.

Get SHATEL ANDROID SECURITsoftware from my.shatel.ir. Prior to installing the software,
you need to enter your device's <embléednkmpen and i n t
Sourcesi so that the new software can be installed on the device.

Phone administrators

View or deactivate phone administrators

Unknown sources

Allow mstallabon of apps from sources l
other than Google Play Store

Verify apps
Desallow or warn before installation of apps
that may cause harm

Notification access
2 dpps can read 'IZ.‘::ITI(Z.i'.IIZII"'.i

CREDENTIAL STORAGE

Storage type

Software only

Trusted credentials

Dizsplay trusted CA certificates

Install from storage

Install certificates from storag

e

cs@shatel.ir 04GL110/00 (#6121295)



SHATEL  SHATEL ANDROID SECURIffware (Shatel Security Sohrifor Android Operating System

After dow nloading the file and running it, a page as shown in the image below will be
displayed . Click on 3ri$tallj button to install the software.

/\ SHATEL ANDROID SECURI...

Do you want to install this application? It
will get access to:

Q take pictures and videos
find accounts on the device
precise location (GPS and network-based)

read phone status and identity

B ol

read your text messages (SMS or MMS)
receive text messages (SMS)

send and view SMS messages

® this may cost you money

BB Modify or delete SD card contents

Read content on SD card

CANCEL INSTALL

By clickingondnstallf button, soft war aud thaafalowing image iwbdlbe st art s
displayed during the installation.

/\ SHATEL ANDROID SECURI...

Installing...

cs@shatel.ir 04GL110/00 (#6121295)
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When the software is installed , by clickingon 3 OP E N} softwaréweill start running.

J\ SHATEL ANDROID SECURI...

" App installed.

DONE OPEN

Then the welcome page will be displayed as shown in the image below . Click INext .j

A SHATEL ANDROID SECURITY

Welcome!

Thank you for choosing SHATEL ANDROID
SECURITY! Enjoy features like Antl Virus, URL Filter,
Theft Protection and Privacy Control.

By clicking ‘next’ you sccept the EULA

Next
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At this point, the virus

identification database and other software sections such as Anti -

spam and Virus scanner modules are updated. Note that your device must be connected to
the internet at this point. The speed of updating will depend on your internet speed

() sHaTeL ANOROD SECURTY () saTeL ANoROD SECURTY () stareL anoROI SECURTY
Ipdating Updating Updating

HATEL DR SECIRTY downicodh Be 0wt mrsory of
us sconre, AOSPAM ond database Theve components e

» y plated Dy MEedre e1007) NSNS yOUr S0ty

n

Towricadog At CAM modle

SUTEL ANDROD SEOURTY

oeputary e by Mateart €00 s 0%

GonrN0a0s ' et wernorg of PATE. ANDROID SECURITY Soweioeds 1w cument versong of

i scaeney, AASPAN and dtatase Thete components o VO BCarner AMISPAM 90d databose These Componeres o

FOQ yAF 100Uty WSty 1pCated by Tafaare e1oerty, e g your secTy

Downloadeg virat scanner

Cownbading Catabate
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Upon comp letion of the software update, a message is displayed  which shows that the
update has been s uccesathueljto pr@Gcked with the next kaGe .

@ SHATEL ANDROID SECURITY

Updating

ELII:\'_‘E'Bif.J"',' downloaded scanner, AntISPAM and
database.

After buying the product from my.shatel.ir, an activation code will be sent to you. At this
stage, you need to enter this code so that you will be provided with  a copy of the software.
Click} Upgrade wusi ng anoeaterthisgodet.i on codej

@ SHATEL ANDROID SECURITY

Upgrade to full version?

Busy tha full wisrsion with thalt protectios, Privecy Control snd
LIFL fibi

Upgrade using an activation code
Choose between flexible licerse models

Trial Version
Test full feature a4 Tor 30 days

Skip and use the free version
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Then, as it is shown in the image below, by entering the activa tion code, which is sent to
your email address upon purchasing the software, 3 Acti vate Licenseopiti s acti

-} SHATEL ANDROID SECURITY (2) SHATEL ANDROID SECURITY

Upgrade to full version? Upgrade to full version?

Buy the full version with theft protection, Privacy Control and URL E;_grthe full verslon with thaft protection, Priviacy Comtrol and URL

filter

Activation code XKDANKFJKRSYJDELU

Activate license

Scan OR code

Scan OR code

Why are there activation codes? Why are there activation codes?

Choose between different flexible license models. Choose between different flexible license models.

Where can | get activation codes? Where can | get activation codes?

Get an activation code at the Shatel Customer Cane web site: Get an activation code at the Shatel Customer Care web site:

my.shatelir vy, shatel ir

After enteringtheacti vati on code andivaelLi ckinsgjonthAa software
activated , and the validity date of th e purchase d software will be displayed. Then click on

JContinuei

Thank you for deciding to take the full
version!

[ Your Sl version has Deon activaled and fums entl) Novernber 3
2016
> be abie $0 us A the il wersion, click ‘Connue

!

\ /

Continue
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At this stage , you will be able to manage the functionality of the software and enable or

disable some of them. Clickon t h e 3 budox toptart .

f-N SHATEL ANDROID SECURITY

SHATEL ANDROID SECURITY Installation
Wizard

If you are willing to use the device's theft protection feature,

this page. Note that by enabling this feature, you will be able to lock your device,
your personal data, or locate your device by sending a text message to your SIM card

lost or stolen.

-} SHATEL ANDROID SECURITY

If you activate this feature, you may be asked to gram SHATEL

ANDROD SECURITY aoms addithanal syatem rights

Do you want to enable remode conbrol ™

(®) Enable () Disable

B BT

10
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Having enabled this feature, you need to give
Phone Administrators, and according to the following

t he

JActiviatej button

Activate device administrator?

SHATEL ANDROID SECURITifle access to
image, it is sufficient t o just click on

A SHATEL ANDROID SECURITY

Activating administrator will allow SHATEL ANDROID
SECURITY to perform the following operations:

cs@shatel.ir

Erase all data
Erase the phone's data without warning by
performing a factory data reset.

Change the screen-unlock

password
Change the screen-unlock password,

Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock the
phone or erase all the phone's data if too many
incorrect passwords are typed.

Lock the screen
Control how and when the screen locks.

CANCEL ACTIVATE

11
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At this stage, you must enter a desired password of 6 to 15 characters including letters and

numbers. It is not important if you use upper case or lower case letters, but it is not

possible to use symbols in the password. Keep in mind that you have to use this password

in text messages to lock the device, locate the device, and delete the d ata on the device, set

upalarms, as well as del eting the software on your de
section, enter the password again and click 3Next

[ & T oaf 31%0 21:07

0 SHATEL ANDROID SECURITY

SHATEL ANDROID SECURITY Password

D Show password

6 1o 15 characters, aA—-zZ and 0-9, at least one number and one |etter.

Confirm new password:

Now Theft P rotection feature is activated on your device. For instance, if the password you
chose in the previ ouwsucantsendany of tee folowibgenmessdgés2o
your phone number to run the functions on your device:

1 Lock: abcdefl2: The device will be blocked immediately.
1 Alarm: abcdef12: An alarm sound will be played.
1 Locate: abcdefl2: The device will be located on Google Maps.

Note: To use this feature, you need to turn on GPS.

1 Wipe: abcdefl2: The device will be reset to factory settings and alld  ata on it
including photos, videos and personal files will be deleted.

12
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Then click on J3Next}j.

cs@shatel.ir

= 7 .l 31%44 21:07

Q SHATEL ANDROID SECURITY

Theft Protection

Your device is now theft-protected via remote
control. You can send one of the following
messages to the stolen device's phone number:

Lock:abcdef12 - The device will be blocked
immediately.

Alarm:abcdef12 - An alarm sound will be played.
Locate:abcdef12 - The device will be located
immediately - you will receive the coordinates as a
Google Maps link.

Not all location sources are currently enabled. You
must turn on location sources in location settings!

Wipe:abcdef12 - The device will be reset to factory
settings and all data on it (music, photos, videos
and other personal files) will be deleted.

If you lock your device, then you must enter the
Shatel password to unlock it. Example: Your Shatel
password is abcdef12 and you want to lock your
device. Send a message with the following content
to your phone number: Lock:abcdef12

13
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Il ter feature, activate J3Enabl ej

To use URL Fi
ngerou s website s in the Internet, and it

this feature, your device will be protected against da
warns you if you try to access sites hosting viruses or Trojans.

[ + roall 1% 27:08

o SHATEL ANDROID SECURITY

URL Filter

The URL filter protects you against dangerous web sites in the
Intermet. It warns you when you try to access harmful sites that are
known far phishing or hosting malware

Do you want to enable the URL filter?

@- Enable O Disable

14
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gf your
Filter}i

Click 3O0OKj

cs@shatel.ir

devi

ce

and

runs on Androi d

URL filter disabled

SHATEL ANDRCID SECURITY uses
Android Accessibility Services for
Web Filtering on Android 6.0. You
have o enable them in order 10 use
the Web Filter feature!

6,

you will see

t hei aAlccepenbohmhiygupadevi ce. Un
JSHATEL ANDROID SECURITY i&is shown in the following image.

P 4

Accessibility

Answering and ending calls

Single tap mode
Dis: s or smonze alarms, calendar events, and timer
;Jl- and -:1.'.-.-:' o l:! ecl ||!r.-;-r ng calls with a :I

Manage accessibility
Import it yaur accessibility sertings, or share
tremm v £

Services

Mobogenie Auto Install
0F

Clean Master
o

Greenify - Automated Hibernation

SHATEL ANDROID SECURITY

15
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By dragging the circle shown inthe imaget o t he right and then cl
give necessary permission to SHATEL ANDROID SECURITY enable URL Filter feature.

Then

“«

SHATEL ANDROID SECURITY uses Android
Accessibility Services for Web Filtering on
Android 6.0. You have to enable them in order
to use the Web Filter feature!

SHATEL ANDROI.. @ SETTINGS

Use SHATEL ANDROID
SECURITY?

SHATEL ANDROID SECURITY
wants permission to:

* Monitor your actions
Receive notifications when you're
Interacting with an app

* Retrieve window content
Inspect the content of a window
you're interacting with.

CANCEL

click on J3Nexti.

¢\ SHATEL ANDROID SECURITY

.

URL Filter

The: LIRL filier prodecis you against dangerous web sies in the
Internet. It wanns you when you try to access hanmful sites that ane
krawm for phishing or hosting makware

Do e veanl 10 enalde the URL Tilter?

(®) Enable () Disable
16
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SHATEL ANDROID SECURITYSof t war e User As Gui de

How to Remove Malware from the Device
Now the setup is completed. If you want to scan your device for malware, ¢ |

N SHATEL ANDROID SECURITY

Setup completed

Condguration compleind. SHATEL AMDROID SECLRITY s ready 10

ick 3Yesij.

[ poma wean i moan yrr e ro

Having clicked on 3Yesj, you wil limageeWaitfarapage as s

while until the scan is completed.

Q SHATEL ANDROID SECURITY £

v

Scanning...

Fub Scan runneng

HATEL ANDHOID 35 CURITY < Pyl Vermon

ANTIVIRUS MONITDRING JPUATE STATUS

17
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If your device is infected b y viruses and malware , you wi |l |l see a message
Systemisinf ect ed! j

S a

(LN SHATEL ANDROID SECURITY

Four system is infected!

Thare is 1 infection!

SHATEL ANDROIC SECURITY - Full Veesion

ANTIVIRIS MONTOfUNG UPDATE STATUS

PRIVACY COM TR0 THIFY PROTICTION KL PATIR

After the device has been scanned, you will see the number of malware and viruses
detected on your device, as well as the last time the device was scanned, as shown in the

image.
.\ SHATEL ANDROID SECURITY g

Your system is infected!

There are 7 infections!
Last scan 7 minutes ago

Scan now

SHATEL ANDROID SECURITY - Full Verzion

ANTIVIRUS MONITORING UPDATE STATUS
PRIVACY CONTROL THEFT PROTECTION URL FILTER

cs@shatel.ir 04GL110/00 (#6121295)
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Then Click on 3ANTUVURUS}

ANDROID RITY

v

Scanning...

Full Scan running

SHATEL ANDRIDID SECURITY - Full Vergion

ANTIVIRUS MONTORING POATE STATUS

PRIVACY CONTROL THEFT PROTECTION URL FILTER

On the page thatopens,c|l i ck on 3Show and Edit Unfectionsi

€ AntiVirus H

Last app scan 7 minules ago

Start Full Scan

Mo scan parformed yed

Enable Adware detection .

Enable automatic scans

Mo sutomalic scan scheduled

Infections

Show and edit infections

Anonymous virus statistics

Take part in the quality assurance .
programime

19
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According to the image, a list of malware programs is displayed, note that SHATEL
ANDROID SECURITYs not able to delete pr ograms, and if you want to free  your device
from viruses and malware, you should remove the infected programs and download them
from a trusted source such as Google Play. As shown in the following  image, by clicking on

JDel ete all infectionsij, all i willfbe deleteddfrompyoargr ams  d i
device.

<  Infections :

Thera are 2 infections!

Delete all infections

com.mobogenie
Adwiare

com.ustwo.monumentvalley
bl ahware

If you want to decide about each malware separately, you need to click on the malware you
want to decide about.

& Infections

There are 2 infections!

Delete all infections

20
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Uf y oug rcd riSEKTELIANDROID SECURITWiIll ignore the malware and will not warn

you against it.

Thare are 2 infections!

Delete all infections

wore PUA. Androld0S. Kalfere
Date: Oct 7, 2076 29:30:56

Path: fdata/app/com. mobogenie-2 /base.apk
I0; 212238050

[] 1gnare

com. usiwo . monamentvalley
* [EETES

If you want to delete a malware program , first cli ck on the malware, then on the page that
opens, click on 3Del et ej

<«  Infections H

Thare are 2 infections

Delete all infections

PUAANdrold0S. Kalfere

Cate: Oet 7, 2016 21:30:56

Palh. fdata/app/com mobogenie-2/base_ apk
1D 212238050

] ignere

Delete

Analysis

21
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Then click 3OKj.

€ Mobogenie

Do you want to uninstall this
app?

If your device is c leared from viruses and malware programs  or if no threat or malware is
detected after scanning the device, 3Your

SHATEL ANDROID SECURITY

v

Your system is protected

Last scan 10 minutes ago

SHATEL ANDROSD SECURITY - Full Viernion

U @E 6

ANTIVIRUS MONSTORING UPDATE STATUS
£a
=) Tt N
a -
PRIVACY CONTROL  THEFT PROTECTION URL FILTER

System
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Please note that whenever you need to scan your device, you can open  SHATEL ANDROID
SECURITYand click on 3Antigid8sart Tapp dyawnjig@iuncan
applications installed on your device or by <click

application s and so on.
< AntiVirus i

Start App Scan

Lasgt app scan T minutes ago

Start Full Scan

Mo scan performed yot

Enable Adware detection .

Enable automatic scans
Mo automabic scan scheduled

Infections

Shiow and edit infections

Anonymous virus statistics
Take part in the quality assurance .
programme

f J3Enable Adware Detectionj is activated, advert

Enabile Adware detection .I

Enable automatic scans
Mo miomatic scan

Infections

Show and edit infectons

Anonymous virus statistics

Take part in the quality asSsurance .
QROramime

23
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Pl ease note that by activating 3Enable automatic

the frequency, you can run automatic scan on your device.
of the scan, and in J3Frequencyijaredeficed.iAsihist he t i me

shown in the following image, only the applications installed on your device will be scanned

daily.

.

€& AntVirus

Enable Adware detection

Enable automatic scans @

Scope
() Full Scan

@ App Scan

Frequency

Only scan while device is charging

Anonymous virus statistics

Take part In the quality assurance .
programme

f you activate 3 An o rihg imforonaionabout unknoventviaiges st i ¢ s
your device will be sentto SHATEL ANDROID SECURITYnd you will take part in the quality

assurance program of the software.

24
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Checking Monitoring Settings

Start App Scan

Sart Full Scan

Mo sean pariommed yat

Enable Adware detection .

Enable automatic scans

Mo sutomatic scan schedubed

Infections

Show and edit infections.

Ancnymous virus statistics

Take part in the quality assurance .
programme

If you want the files and applications on your device to  get ongoing scans, click on
3 Monitoringj SHATEEANDBQIRSEURITY

Q SHATEL ANDROID SECURITY $

v

Scanning...

Full Scan running

SHATEL ANODROID SECURITY - Full Voo

ANTIVIRUS MONITORING UPDATE STATUS
PRIVACY CONTROL THEFT PROTECTION LR FILTER

cs@shatel.ir 04GL110/00 (#6121295)
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As shown in the followingfimageapwheni 3Manttonted
applications receive ongoing scan and after each change int he application, for example
downloading updates , the application will be scanned.

By act iMoantiitnogr idng o f  fniotly easdjor,the interhabnsemaryn suah as
files downloaded from the Internet, will be monitored and scanned in the background .

By activating 3USSD protectionj, your device wil!/l
(codes starting with * and ending in #).

M ar

IO

ipdated apps ane monitored in the

When an app is downloaded or

Maonitoring of all apps
Monitor apps 9
Manitoring of files
Manitor files '.'
USSD Protection
Emalble

Block USSD control codes

26
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Software Update

To enter the update settings, click on J3JUpdate Statusj after opening

(L) SHATEL ANDROID SECURITY

v

Scanning...

Full Sces rusning.

6/500 scanned

SHATEL ANDROID SECURITY - Fulk Version
3 | -~
A
-

b £ y
Jh 5

ANTIVIRUS MONTORNG

UPDATE STATUS
PRIVACY CONTROL THEFT PROTECTION URL FLTER
f you click on 3Jupdate nowj, the software starts

€  Update Status

Our virus detection mechanism is adapted to
the current threat situation and updated with
the latest virus definitions on an engoing basis.
Therefare, regular updates - manual or under
time control - increase your security.

Update

] Update only via WiFi

Last update 1 houwr ago

Schedule updates

) Enable automatic updates ®
Mext automatic update in 10 hours

Frequency:

Twice a day -

27
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Pl ease note thavti a fWidkhipjdaite o@m,)] yt he software is ol

device is connected to WiFi. This option is off by default, it means that whenever the device
is connected to Internet (WiFi, 4G, etc.) the update is downloaded.

<  Update Status H

Qur virus detection mechanism is ad :3|:1{-|:| to
the current threat situation and updated with
the latest virus definitions an an ongaing basis
Therefare, regular updates - manual or under
time control - increass yowr security,

Update

Update now

Lipdate only via WiFi
Last update 1 howr ago

Schedule updates

Enable automatic updates .
Mext automatic update in 10 hours
Frequency:
Twice a day -

By activating 3&Enapdat easij ommad defining the update

update is done automatically.

€ Update Status

Our virus detection mechanism is adapted to
the current threat situation and updated with
Wirus '.llr"’ll' Isans on an LNguaisg baszis
aquiar updates - manual or under
time controd - increase your sacurity.
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Update

Update now

Update only via WiFi

Last update 1 hour ago

Schedule updates

Enable automatic updates ®
Kexi auicmatic updade in 10 hours
Frequency.
Twice a day -
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Un J3Frequencyj} section, you
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be done. Then the software is updated, for example as the image bel
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