
    SHATEL ANDROID SECURITY Software (Shatel Security Solution for Android Operating System 

1 
cs@shatel.ir 04GL110/00 (#6121295) 

SHATEL ANDROID SECURITY SOFTWER 
Shatel Security Solution for Android Operating System  

 

 

 

 

 

 

 

 

Date of Issue: October 2016  



    SHATEL ANDROID SECURITY Software (Shatel Security Solution for Android Operating System 

2 
cs@shatel.ir 04GL110/00 (#6121295) 

Shatel Group of Companies  

Table of Contents  

 

Contents 
About SHATEL ANDROID SECURITY Software ............................................................................................. 3 

Installation Guide ......................................................................................................................................... 4 

How to Remove Malware from the Device  ....................................................................................... 17 

Checking Monito ring Settings  .............................................................................................................. 25 

Software Update  ..................................................................................................................................... 27 

Checking Privacy Control Settings  ....................................................................................................... 30 

Checking Theft Protection Settings  ..................................................................................................... 33 

Resetting SHATEL ANDROID SECURITY Password ........................................................................... 37 

Checking URL Filter Settings  ................................................................................................................. 39 

SHATEL ANDROID SECURITY Information ......................................................................................... 40 

Obtaining LOG of SoftwareɅs Performance ....................................................................................... 42 

Re-installation and setup of SHATEL ANDROID SECURITY ............................................................ 43 

Uninstallation of SHATEL ANDROID SECURITY ................................................................................. 44 

Frequently Asked Questions  ................................................................................................................ 45 

 

 

 

 

 

 

 

 

 

 



    SHATEL ANDROID SECURITY Software (Shatel Security Solution for Android Operating System 

3 
cs@shatel.ir 04GL110/00 (#6121295) 

About SHATEL ANDROID SECURITY Software 
SHATEL ANDROID SECURITY is a reliable solution  to use on Android  devices with 

which you can protect your device from possible malware attacks on the W eb and 

in applications installed on it.  

Now mobile phones and tablets have become one of the most widely used tools for 

users of digital devices. These devices contain userɅs mo st important and 

confidential information  that can easily be exploited and used as threats. 

Therefore, protecting the information on these devices has turned into one of the 

biggest concerns of their owners.  

 If you are looking for the latest security solu tion for your Android devices (such as 

smartphones and tablets), this software is the most appropriate answer to your 

security needs.  

With this software, you can enjoy web browsing on your device, and use the 

installed applications with more security and reliability.  

SHATEL ANDROID SECURITY provides you with everything you need to protect the 

data on your Android device and confronts the most sophisticated malware and 

Internet threats.  

SHATEL ANDROID SECURITY software detects, without noticeable impact o n the 

battery life and device memory, all types of malware and viruses and removes them 

from the device. By purchasing the  one-year subscription to this software, you can 

use all of its features, including identifying and removing malware, protecting 

against cybercrimes, blocking suspicious web pages, etc. 
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Installation Guide 
This guide has been devised for installing and implementing SHATEL ANDROID SECURITY 

solution on Android devices such as mobiles and tablets. If there are any problems with the 

implementation of the software, please contact the technical support department on 

23089 or ask your question by sending an email to av -s@shatel.ir. 

Get SHATEL ANDROID SECURITY Software from my.shatel.ir. Prior to installing the software, 

you need to enter your device's settings and in the ɈSecurityɉ section, enabl e ɈUnknown 

Sourcesɉ so that  the new software can be installed on the device.  
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After dow nloading the file and running it,  a page as shown in  the image below will be 

displayed . Click on Ɉϥnstallɉ button to install the software.  

 

By clicking o n ɈInstallɉ button, software installation starts and the following image will be 

displayed during the installation.  
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When the  software  is installed , by clicking on ɈOPENɉ, the software will start run ning . 

 

Then the welcome page will be displayed as shown in the image  below . Click ɈNext.ɉ 

 



    SHATEL ANDROID SECURITY Software (Shatel Security Solution for Android Operating System 

7 
cs@shatel.ir 04GL110/00 (#6121295) 

At this point, the virus identification database and other software sections such as Anti -

spam and Virus scanner modules are updated. Note that your device must be connected to 

the internet at this point. The speed of updating will depend on your internet speed . 

 

 

 

 

 

 

 

 

 



    SHATEL ANDROID SECURITY Software (Shatel Security Solution for Android Operating System 

8 
cs@shatel.ir 04GL110/00 (#6121295) 

Upon comp letion of the software update, a message is displayed which shows that the 

update  has been successful. Click on ɈContinue ɉ to proceed with the next stage . 

 

After  buying the  product from my.shatel.ir, an activation code  will be sent to you. At this 

stage, you need to enter this code so that you will be provided with a copy of the software. 

Click ɈUpgrade using an activation codeɉ to enter this code . 
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Then, as it is shown in  the image  below , by enter ing the activa tion code, which is sent to 

your email address upon  purchasing the software, ɈActivate Licenseɉ is activated. Click on it.  

 

After entering the acti vation code and clicking on ɈActivate  Licenseɉ, the software is 

activated , and the validity date of th e purchase d software  will be displayed. Then click on 

ɈContinueɉ. 
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At this stage , you will be able to manage the functionality of the software and enable or 

disable some of them. Click on the ɈNextɉ button to start . 

 

If you are willing to use the device's theft protection feature, activate  ɈEnableɉ option on 

this page. Note that by enabling this feature, you will be able to lock your device,  delete  

your personal  data , or locate  your device  by sending a text message to your SIM card  if it  is 

lost or stolen.  
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Having enabled this feature, you need to give SHATEL ANDROID SECURITY the access to 

Phone Administrators, and according to the following image , it is sufficient t o just click on 

the ɈActivateɉ button. 
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At this stage, you must enter a desired password of 6 to 15 characters including letters and 

numbers. It is not important if you use upper case or lower case letters, but it is not 

possible to use symbols in the password. Keep in mind that you have to use this password 

in text messages to lock the device, locate the device, and delete the d ata on the device, set 

up alarms, as well as deleting the software on your device. ϥn the ɈConfirm Passwordɉ 

section, enter the password again and click ɈNextɉ. 

 

Now Theft P rotection feature is activated on your device. For instance, if the password you 

chose in the previous stage is Ɉabcdef12ɉ, you can send any of the following messages to 

your phone number to run the functions on your device:  

¶ Lock: abcdef12: The device will  be blocked immediately.  

¶ Alarm: abcdef12: An alarm sound will be played.  

¶ Locate: abcdef12: The device will be located on Google Maps.  

Note:  To use this feature, you need to turn on GPS.  

¶ Wipe: abcdef12: The device will be reset to factory settings and all d ata on it 

including photos, videos and personal files will be deleted.  
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Then click on ɈNextɉ. 
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To use URL Filter feature, activate ɈEnableɉ and click ɈNextɉ. Please note that by activating 

this feature, your device will be protected against da ngerou s website s in the Internet, and it 

warns you if you try to access sites hosting viruses or Trojans.  
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ϥf your device runs on Android 6, you will see the following image when you activate ɈURL 

Filterɉ. 

 

Click ɈOKɉ and the accessibility page will open on your device. ϥn ɈServicesɉ section, click on 

ɈSHATEL ANDROID SECURITYɉ as it is shown in the following image . 
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By dragging the circle shown in the image  to the right and then clicking on ɈOKɉ, you will 

give necessary permission  to SHATEL ANDROID SECURITY to enable URL Filter feature.  

 

Then click on ɈNextɉ. 
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SHATEL ANDROID SECURITY Software UserɅs Guide 

How to Remove Malware  from the Device  
Now  the setup is completed. If you want to scan your device for malware, click ɈYesɉ. 

 

Having clicked on ɈYesɉ, you will see a page as shown in the following image . Wait for a 

while until the scan is completed.  
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If your device is infected b y viruses and malware , you will see a message saying ɈYour 

System is infected!ɉ 

 

After the device has been scanned, you will see the number of malware and viruses 

detected on your device, as well as the last time the device was scanned, as shown in the 

image . 
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Then Click on ɈANTϥVϥRUSɉ 

 

On the page  tha t opens,  click on ɈShow and Edit ϥnfectionsɉ. 

 



    SHATEL ANDROID SECURITY Software (Shatel Security Solution for Android Operating System 

20 
cs@shatel.ir 04GL110/00 (#6121295) 

According to the image , a list of malware programs  is displayed, note that SHATEL 

ANDROID SECURITY is not able to delete pr ograms, and if you want to free  your device 

from viruses and malware, you should remove the infected programs and download them 

from a trusted source such as Google Play. As shown in the following image, by clicking on 

ɈDelete all infectionsɉ, all infected programs displayed in the list will be deleted from your 

device. 

 

If you want to decide about each malware separately, you need to click on the malware you 

want to decide about.  
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ϥf you click Ɉϥgnoreɉ, SHATEL ANDROID SECURITY will ignore the malware and will not warn 

you against it.  

 

If you want to delete a malware  program , first cli ck on the malware, then on the page that 

opens, click on ɈDeleteɉ. 
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Then click ɈOKɉ. 

 

If your device is c leared from viruses and malware programs  or if no threat or malware is 

detected after scanning the device, ɈYour System is Protectedɉ message is shown. 
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Please note that whenever you need to scan your device, you can open SHATEL ANDROID 

SECURITY and click on ɈAntivirusɉ. Then by clicking ɈStart app scanɉ you can scan the 

applications installed on your device or by clicking ɈStart full scanɉ you can scan all files, 

application s and so on.  

 

ϥf ɈEnable Adware Detectionɉ is activated, advertising programs will be detected, too. 
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Please note that by activating ɈEnable automatic scansɉ, defining the scan scope and setting 

the frequency, you can run automatic scan on your device. ϥn the Ɉscopeɉ section, the scope 

of the scan, and in ɈFrequencyɉ section the time intervals of scans are defined. A s it is 

shown in the following image, only the applications installed on your device will be scanned 

daily.  

 

ϥf you activate ɈAnonymous virus statisticsɉ, the information about unknown viruses on 

your device will be sent to SHATEL ANDROID SECURITY and you will take part in the quality 

assurance program of the software.  
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Checking Monitoring Settings  

 

If you want the files and applications on your device to get ongoing scans, click on 

ɈMonitoringɉ after opening SHATEL ANDROID SECURITY. 
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As shown in the following image, when ɈMonitoring of all appsɉ is activated, only 

applications  receive ongoing scan and after each change in t he application, for example 

downloading updates , the application will be scanned.  

By activating ɈMonitoring of filesɉ, files on memory card or the internal memory, such as 

files downloaded from the Internet, will be monitored and scanned  in the background . 

By activating ɈUSSD protectionɉ, your device will be protected against malicious USSDs 

(codes starting with * and ending in #).  
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Software Update  
To enter the  update settings, click on ɈUpdate Statusɉ after opening the software. 

 

ϥf you click on Ɉupdate nowɉ, the software starts updating. 
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Please note that if Ɉupdate only via WiFiɉ is on, the software is only updated when your 

device is connected to WiFi. This option is off by default, it means that whenever the device 

is connected to Internet (WiFi, 4G, etc.) the update is downloaded.  

 

By activating ɈEnable automatic updatesɉ and defining the update frequency, the software 

update is done automatically.  
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ϥn ɈFrequencyɉ section, you can define the time schedule according to which update should 

be done. Then the software is updated, for example as the image bel ow, twice a day.  

 

 

 

 

 

 

 

 

 

 

 

 

 


































